Multifactor Authentication

When signing in for the first time without
Multifactor authentication set up you will
receive the fO”OWing message. teawadwal t firmin@ student twaornz

TE WANANEA 0 RALMNWA

Let's keep your account secure

W'l help vou set up another way to venfy 1Its you,

Use a difterent account

Learn more about verfying your identity

After clicking next you will be able to choose between the Microsoft Authentication
App or using a phone number.

e Microsoft Authentication App

e Phone Number

Please note that set up for Multifactor Authentication requires both the use of a
PC/Laptop as well as a mobile phone.

Set up for the Microsoft Authentication app requires a Smart Phone/Tablet with the
ability of downloading apps and scanning of QR codes.



Authenticator App

After clicking Next, you will be taken through the set up for the Microsoft

Authentication App.

Microsoft Authenticator

2

Start by getting the app

I 'want to use a different authenticator app

| want to set up a different method

- On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".

Next

On your mobile device open your app store and
search for “Microsoft Authenticator” and
install the app of the same name.

Ensure you’re installing the application
highlighted here.

After installing and opening the authenticator
you will be asked to allow permissions for
notifications.

In the app tap the “+” along the top and choose
“‘work or school account”.

Then tap “Scan a QR Code” this will open your
camera in the app.
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On your computer click “Next” until you

Microsoft Authenticator X
Scan the QR code are presented with a QR code like the one
Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator h e re .

app with your account.

After you scan the QR code, choose "Next™.

Point your camera at the QR code.
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Clicking next on your computer
will take you to a screen
displaying 2 digits. V4

Microsoft Authenticator e

Let's try it out

\pprove the notification we're sending to your app by entering the number shown below.

- 68

Authenticator 0B N ET I 24% 0
B At this same time, you will be sent a notification to
teawaawaiti.Firmin@student.twor.nz your mobile phone.
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® Approve sign-in? 3:24 pm

® Are you trying to sign in?

Te Wananga o Raukawa
teawaawaiti. Firmin@student.twor.nz

After tapping the notification, it will ask you to input the Enter the number shown o sign in.
number Seen On your Computer Screen_ Enter number here

YES

NO, IT'S NOT ME

After entering the numbers your computer will then | CAN'T SEE THE NUMBER
process the approval and display a “Notification
approved” message after clicking next you will then be
let into your account.




Phone Number

After clicking next you will be taken to the following screen, to set up mobile phone
authentication click the “l want to set up a different method” option.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”,

| want to use a different authenticator app

Choose a different method X

The following screen will ask to choose which

methOd tO Set Up. Microsoft Authenticator
. E. Approve sign-in requests or use one-
CIICk Phone- nme codes

Hardware token

@ Signin with a code from a hardware

token

Phone

Get a call or text to sign in with a code




Keep your account secure

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.
What phone number would you like to use?

Country code Phone number

New Zealand (+64) < Enter phone number

Choose how to verify
®) Receive a cade
) Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

L want to set up a different method

You will be sent a text message to the number
you entered.

The numbers you need are the 6 digits in the
message itself and not the 4 digits that sent the
message.

(The numbers shown here are only examples)

Select New Zealand under the
“Country Code” drop down
menu.

Type in your mobile number in the
‘“Phone Number” text box,
making sure to leave out the 0 at
the beginning

(€g. 27XXXXXXX)

e 3232 v

This message is from an unsaved number. Beware
of smishing and phishing.

Block number J

Wednesday, 25 June

Use verification code 898022

for Microsoft authentication. .,

Phone

(e just sent a 6 digit code to +64 [ Erter the code below.

Enter code

Resend code

| want to set up a different method

Back




Enter the 6 digits from the text message.

Phone

OM’rifimLiun complete. Your phone has been registered]

Next

After entering the correct code you will see the image above, from here you can
click through next.

When signing in in the future you’ll be sent another 6 digits to enter.



